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[omomopdHoe wndppoBaHme:
HedopmanbHOe BBeAEHUE

@ LLndpoBaHMe «coxpaHstoLLee onepaLmmn»
» Ho 6e3 BeTBNeHM!

> ... MeEAUNUNHCKMMU OAHHbIMUA
> ... d)I/IHaHCOBbIe nepcoHanbHble aHHbIE
> ... 2HepreTndyeckne AatinKku

@ YecTHble TalHble ronocoBaHmUA?
@ Ceexxee poctuxkeHune - 2010 rop,
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[omomopdHoe wndppoBaHue:

dopmanbHO
OnpepgeneHune

MoaHocmobio 20momopgpHoe wiugpoeaHue aHan. Fully
Homomorphic Encryption — wugpposaHue, 20MoMopgpHoe
OMHocumesnbHo Mtobbix onepayuli HO0 OMKPLIMbIMU MEKCMAMU.
®yHKyuA wugpposaHus E(k,m), 20e m — amo omkpbeimeili mexkcm,
k — Knro4, 20MOMOPGHA OMHOCUMENBHO orepayuu *, ecau 01
1106020 KA0Ya U OMKPbIMbIX MEKCMOo8 My, My Cywecmayem
agpbeKkmusHo 8blvUCAUMAsA pyHKUUS M, Komopas, NpuHUMas Ha
8xo0 napy E(k,my), E(k, my), sBepHém Kpunmozpammy ¢ makyro,
Ymo pe3ynbmamom eé OewugpposaHus bydem my x ms.
AHQ/102UYHO 8800UMCA MOHAMUE 20MOMOPGHHOCMU
OMHoCcUMenbHo onepayuu +.
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[LL: PeanbHo paboTtaerT!

def demo_homomorphic_encription():
# WHuyuanusupyem HE-obvekm Pyfhel
HE = Pyfhel()
# KoHmexkcm 0na 3a0aHHo20 p
HE. contextGen(p=65537)
HE.keyGen()

integerl = 47
integer2 = -2
ctxtl = HE.encryptInt(integerl)
ctxt2 = HE.encryptInt(integer2)

mm

print(’ctxtl=" + str(ctxtl))
print(’ctxt2=" + str(ctxt2))

# MoxHo BbinonHAme Ha HedoBepeHHol meppumopuu
ctxtSum = ctxtl + ctxt2
ctxtSub = ctxtl - ctxt2
ctxtMul = ctxtl * ctxt2

print(’Be3 pacuudpoBKM pe3ynbTaTbl HEMOHATHbI:’)
print(’ctxtSum=" + str(ctxtSum))
print(’ctxtSub=" + str(ctxtSub))
print(’ctxtMul=" + str(ctxtMul))

resSum = HE.decryptInt(ctxtSum)
resSub = HE.decryptInt(ctxtSub)
resMul = HE.decryptInt(ctxtMul)

print(’W Tonbko Mbl, pacuudpoBaB, CMOXeM y3HaTb:’)
print(’resSum=" + str(resSum))
print(’resSub=" + str(resSub))
print(’resMul=" + str(resMul))

ctxtl=<Pyfhel Ciphertext at Ox7fc05ee0e840, encoding=INTEGER,
size=2/2, noiseBudget=27>
ctxt2=<Pyfhel Ciphertext at 0x7fc0547d97c0, encoding=INTEGER,

size=2/2, noiseBudget=27>

Bes3 pacumnppoBKM pesybTaTbl HEMOHATHbI:

ctxtSum=<Pyfhel Ciphertext at 0x7fc05386d880, encoding=INTEGER,
size=2/2, noiseBudget=27>

ctxtSub=<Pyfhel Ciphertext at 0x7fc05386d740, encoding=INTEGER,
size=2/2, noiseBudget=27>

ctxtMul=<Pyfhel Ciphertext at 0x7fc05f1ee440, encoding=INTEGER,

size=3/3, noiseBudget=1>

M ToNbKO Mbl, paclundpoBas, CMOMKeEM y3HaTb:
resSum=45

resSub=49

resMul=-94
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fomomopdHoe WwndppoBaHue y Hac
3anyckaem

@ 33aWNGPOBAHHBIN «ANITOPUTM»

@ Ha «HeJOoBEpPEeHHOW» TEPPUTOPUN

@ M UX KOTKPbITbIX» AAHHbIX

Hanpumep:
@ [louck Bupycos
» He pacKpbiBaAa CUTHATYP, MO KOTOPbIM OHU
onpenenAarTca
@ bnoKkupoBaHMe 3anpeLeHHbIX PecypcoB «4epHbIM
AWMKOM» Yy NnpoBangepa
» He packpbiBas onpeaenaroLwmx airoputmoB

«ANropuUTMBbI» = «PerynapHble BbipaxKeHua u
KOHEYHble aBTOMATbI»
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[locTaBneHHaA uenb

@ Peanin3oBaTb a/ITOPUTM

» «Paperwithcode» dsuxceHue
» MaKcnMmanbHO KOMNAKTHO
» Busyanunsayma CTPyKTyp, NOTOKOB

@ lNonyuntb obyyatowme matepumansl

» Paspgen B «Kpuntorpaduio Ha peLlleTKkax».
» Cnanapl gna Nnekuunn.

@ Martepuansl ana nccnegoBaHnui u moaudurkaunm
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Homomorphic Encryption for Finite Automata

Nicholas Genise (Rutgers)*  Craig Gentry (Algorand Foundation)t

Shai Halevi (Algorand Foundation)!  Baiyu Li (UCSD)
anicle Micciancio (UCSD)

March 16, 2020

Abstract

We describe a somewhat homomorphic GSW-like encryption scheme, natively encrypting
matrices rather than just single elements. This scheme offers much better performance than
existing homomorphic encryption schemes for evaluating encrypted (nondeterministic) fiite
automata (NFAs). Differently from GSW, we do not know how to roduce the security of this
scheme from LWE. instead we reduce it from a stronger assumption, that can be thought of as

 the NTRU assumption. This assumption (that we term INTRU

FAs, and in paticular explore  new
optimization problem, motivated by our application 1o enerypted NFA cvaluation. In this

inimize the nmber of states in an NFA for a given expression, subject ta
the constraint on the ambiguity

Keywords. Finite Automata, Inhomogencous NTRU, Homomorphic Encryption, Regular Ex-
pressions.

1 Introduction

Homomorphic encryption (HE) [45] enables computation on encrypted data even without knowing
the secret, ey. Ten years after Gentry described the first scheme capable of supporting arbitrary
computations [23), we now have an arsenal of several different schemes and variations, with various
capabilities and tradeoffs (see, e.g., (52, 12, 11, 39, 21, 26, 17] for a few examples)

Ourorignal motiaton fr the current work s the simple example o encryped virs s
consider a center that deploys many remote systems, operating in man; nt environments,
and wants to protect them against v s T e wontd 1 periodically
el updated virus signatures 1o ll s sysirus, e have hem sean ther sytems o check for
infections. The virus signatures, however, could be sensitive, perhaps because some of them are
ot yet widely known and exposing the signatures conld tip the hand of the center as it develops
conntermeasures.

“Thix work ras done when the author was at UCSD

"This work was done when the authors were in IBM Rescarch

A plasibl soluion wold e the center enerypt. the virus sgnatines,the remote systoms
conld then perform the virus scan on the encrypted signatures, and report the (encrypted) re-
s (o the center, Tho cente could then decrp, and take approprinte sctions when fections
are detected. As virus signatures nsusllv take the form of many small regular expressions', this
sppfcation s o ooy tion scheme that can quickly test for a maich against

Al eulas cxpremionsEuivantl, it shonld quickly cabuate (many, encrypted) non
ctemmininic hnite satomatn (VEAS) on o given clartest . Notice that the is quite iflrnt
from, and incomparable to, the DFA computation problem studied in previous works on homoror-
phic encryption, like [22, 18, 19]. Specifically, nondeterminism aside, the crucial difference s that
those works consider the evaluation of a plaintext automaton on an encrypted file. In other words,

the roles of the input and the program are reversed. In our motivating application, the problem
studied in [22, 18, 19] would correspond to scarching for arbitrary (possibly nonregular) patterns,
on files described by rogular languages, a very unlikely scenario.
Evaluating an encrypted NFA on a cleartext string w = w; -+~ can be done by computing
roduct of a single vector v (representing the initial state of the NFA) by
(representing the transition marices o tho NEA associted 10 cach input symbol ). Namly the
operation that we want to support is computing

(i)~

(with operations over the integers), where the matrices My, and the vector v are encrypted.2 Most
of the HE schemes from above can be used to carry out this computation, but none of them is ideal
for the job. For practical purposes, the homomorphic schemes that offer the best performance are
cither the BGV-type schemes (scale-nvariant,or not), or GSW-type schemes.

BGV-type schemes. These schemes have an advantage that they can wse packed ciphertets,
where cacl ciphertext encrypts not just one plaintest element but a vector of them, and each
ciphertext operation affects all the elements of the vector simultancously, cf. [51). Moreover, they
can even be made to support efficient matrix-vector operations, as was demonstrated in [27].5
However, for BGV-type schemes it is erucial to keep the computation multiplicative depth to a
minimum, which in our case means using a binary muluphcauou tree. But this means that we have
to use (rather than the products that are computed
in the sequential procedure). This increases the total work (and hence the computation time) by a.
factor equal to the dim which must be substantial for security reasons,

n of these matri

e, ey CamAY i 3

s (cpe. o clusy s/ domtons) e el cxpreions o
0 B with 1o moro than

3, where 3 s the alphabet and cach K is a sot of a fow

“The intial vector v is not required to be enerypted, as it roveals no information about the automaton. However,
the intermedinte vectors obtained after each matrix-vector multplication should be kept sectet. So, we will nced &
cheme supporting matrix-vector multplication whero both the matrix and tho vector aro enerypted.

The teciaue in (7] only handle muliplcation of lintet maisics by eneypied etoms, but many of thee
tools can be adapted to the case of enc tric

“Tecinially, th nodes on th rightmust path of G trs can wse matixvectr mulplcat
arly any difforence on the effciency of the overall computation.

bt this makes
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KntoueBas CTPYKTypa uccieayemoro
aIropnUTMa

(*] Pery/mprle BblpaXKeHUA

» CWHTaKcmnyecknin pasbop
» MocTpoeHune aBTOMATOB
» HKA, c e-nepexogamu un 6es.

» MopgenvpoBaHue nepexonos Yepes MaATPUYHYIO
apudMeTUKYy.

@ Kpuntorpadua Ha LenouYncaeHHbIX peLleTKax
@ fomomopdHoe wundposaHue
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PerynspHble BblpaXKeHUs —
HedpOopPManbHO

@ CneumanbHble CTPOKM onpeneneHHOro CMHTakcuea
@ [lomoratoT pacno3HaTb UAM HAUTK gpyrme CTPOKM
Hanpumep:
@ «(.*) are (.*) than .*»wabnoH
PEerynapHOro BblpaXeHusa

@ KOTOpble COOTBETCTBYET TeKcTy string:
”Dogs are smarter than cats”
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PerynapHble BbipaXKeHUsa — GOpPMasibHO
OnpepgeneHune

PezynapHoe sbipaxceHue (regular expression) 8 angpasume . u
3a0asaemoe UM MHOXecmao 00MyCmuMbIX €108 (A3biK) 8 3amom
e angasume ornpedensromcs peKypcusHo caedyrowum obpaszom:

(*) Q) — peeyrsiApHoe 8blpaxeHue, O603HCI°ICII-OM4€€ nycmoe
MHOMXeCcmeo €708,

@ = — peaynapHoe 8bipaxeHue, 3a0arowee nycmyr CmpokKy
(nycmoe cnoeo);

@ [lycmob 0 € X — cumeon u3 angasuma, moz20a o —
peaynapHoe 8bipaxeHue, 3a0aruee MHOMecmao,
cocmosujee uz smoao cumeona {o};

@ [lycmob p, q — peaynapHbie 8blpaxceHus, 3a0arujue A3biKu P

u Q coomsemcmeeHHo. Toeda 10 /
&
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OT perynsipHbIX BblpakeHni K HKA

def demo_regex_to_nfa(): Operator(Union)
regex = Regex(”(a*[b)”) Operator(Kleene Star)
print(regex.get_tree_str())
enfa = regex.to_epsilon_nfa() Symbol(a)
G = enfa.to_networkx() Symbol(b)

write_dot(G, log.dotprefix + ’demo_regex_to_enfa.dot”’)

nfa = enfa.remove_epsilon_transitions()
G = nfa.to_networkx()
write_dot(G, LOG.dotprefix + ’demo_regex_to_nfa_no_eps.dot’)
def nfa2_zzq_matrices(nfa, N=0, 22q-2Z):
mats, state2index, symbol2index = nfa2_zzq_matrices(nfa) [ ot 0000

* 6 3adannom Konsue ‘22q°
+ BopoSiensyo do kBadpana N

: ; N, e sat
for sym in symbol2index: statezu(miex en(nfa. states))

print(f’Marpuua nepexonos ana «{sym») for 3, state in eerstgor.stces:

print(str(mats[symbol2index[sym]])) statezindex(state] -

mats = ()
i s symbol2index = {}

printverb(’states’, state2index) for v, synbol in enunerate(nfa. symbols):
printverb(’symbols’, symbol2index) symbol 2index[symbol]

atalia) < zeromatrix(zZa, N, N)
for e_state, synbol, next_state in nfa._transition_function.get_edges():
- statezindex[e_state]
j = state2index[next_state]
mats[synbol2index[synbol]1(3, 1] = 1

return mats, state2index, symbol2index
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Martpuua nepexopos ansa «b»
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HKA yepes matpuuy nepexonos

@dataclass
class RegexByNFA:
regex_str: str MatumHr wabnoHa «(a* |b)» 8 «aab»
ring = 2Z
N=o X =
o 00000000 1 ]
O e regen T hegextoetf regox_str) @ooo0000 1 @
self.enfa = self.regex.to_epsilon_nfa() 060000000 1 4
self.nfa = self.enfa.remove_epsilon_transitions() 00000000 1 ]
00000000 1 ]
self.N = max(self.N, len(self.nfa.states)) 101011080 ° 3
(self.mats, self.state2index, oooo0oo00 1 4
self.symbol2index) = nfa2_zzq_matrices(self.nfa, self.N, self.ring) 00000000 ) ]
cmaBum edunuuanu undexcs cmapmoBsix cocmomHuii
def set_start_state(self):
self.state = zero_matrix(self.ring, self.N, 1) X =
for state in self.nfa.start_states: 90000000 0 %)
self.state[self.state2index[state]] = 1 00000000 0 0
def eval_symbol_by_nfa(self, idx): 00000000 [ [
printv(self.mats[idx]) 00000000 [} 0
self.state - self.mats[idx] * self.state 90000000 %) )
pass 10101100 3 3
def open_match_text(self, text): 00000000 9 [
print(fMaTumur wabnowa «{self.regex_str}» & «{text}»\n\n’) 090000 0ODOO ) [}
self.set_start_state()
for chr_ in text:
idx = self.symbol2index[chr_] X =
Self.eval_symbol_by_nfa(idx) 00000000 2} 0
. . 00000000 ] [
for state in self.nfa.final_states:
if self.state[self.state2index[state]] > 0: 00000000 2] 2]
return True 00000000 [ ]
return False 0 0 e 0 0 0 e e e 0
1x(): 00000000 3 ]
def demo_nfa_by_matrix():
© = RegexBYNFA(’ (a*b)”) 00000000 ] ]
print(r.open_match_text(’aab’)) 10000010 ) )
False
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GGHLM: Beegenue

PaboTta HKA onucbiBaeTca MaTPUUYHO-BEKTOPHbBIM
npoussegeHnem

— CXema romomop@dHa No MaTPUYHO-BEKTOPHOMY
NPOU3BEeAEHMIO;

@ OTtaenbHO WKdPYOTCA MATPULbI U BEKTOPbI;

@ [ewndpoBaHne HeobxoaMMO TONbKO ANA

BEKTOpPOB,

OnucaHa npoueaypa paboTbl 3aWMPPOBAHHOIO
HKA;

[Ana obecneyeHns ceMaHTUUYECKOM CTOMKOCTH
CXembl Npu WndpoBaHMK AobaBaAETCA WYM;
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GGHLM: napameTpbl WndpoBaHUA

@ N: MaKcMmaibHoe Yyncno coctoaHuim HKA;
@ @, b: napameTpbl nepewndpoBaHus;

@ [3: cKanupyowmin KoapduumeHT (oTCbINKa K
Peresy), urpatowiunii posb BepXHen rpaHuLbl LWYMa;
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GGHLM: reHepaumna Katoua

@ S — obpatMmas maTpuua;

@ B KauecTBe COBCTBEHHO K/OYa BbICTynaeT napa
matpuy, S, S~
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FHE-LWndposaHue: feHepaymna Kawo4a

@dataclass def fill_matrix_zero_01_random(mat):
. for i in range(mat.nrows()):
class GGHLMKeyS' for j in range(mat.ncols()):
n: int mat[i, j] = randrange(2)
logb: int GGHLMKey's (
R n=9,
logq: .1nt logh=7,
S: object = None 10gq=6,
S_inv: object = None s=[e@00101080]
[t11801111]
A 100001000
def __post_init_ (self): EO 0001111 1}
self.q = 2 ** self.logq [peo001010]
self.b = 2 ** self.logb [telle01eo0]
_ ¥ self.l [p1606101180]
self.qq = pow(2.0, self.logb * self.logq) Poe111111]
[pe1116111],
S_inv=[4398046511102 4398046511103
. [ 1 1 © 43980
self.S = zero_matrix(self.ZZq, self.n, self.n) [ 5 1 ® 43980
fill_matrix_zero_01_random(self.S) [ ] ) © 43980
det = self.S.det() % ; ? ;gggg
if det % 2 == [ ] © 4398046511103
break [4398046511102 4398046511103
self.S_inv = self.S.inverse_of_unit() [4398046511103 e e

)
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GGHLM: lUngposaHue

@ M — wundpyemaa matpuua, u — wudppyemoiin
BEKTOP;

@ E — creHepupOoBaHHbIM CNYY4aWHbIA MATPUYHbIN
LUYM, € — BEKTOPHbIN LWYM;

o Wndp:

Enc(M) = 35 'MS+S'E, Enc(u) = BS'u+5S'e

def gghlm_encrypt_nonsquare(key, msg, log beta):
beta = 2 ** log _beta
E = get_random_01_matrix(key.Zzq, msg.nrows(), msg.ncols())
return beta * key.S_inv * msg + key.S_inv * E
def gghlm_encrypt_square_matrix(key, msg, log beta):
beta = 2 ** log_beta

E = get_random_01_matrix(key.ZzZq, msg.nrows(), msg.ncols())
return beta * key.S_inv * msg * key.S + key.S_inv * E
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GGHLM: romomopdHOCTb No

npomn3seneHunto
@ 3awundposaHHble MaTpuLbl nepexoaa C,, o € X,
3aWndpPOoBaHHbIN BEKTOP cOCTOAHMUM ¢ = Enc(v);
@ Paborta 3alundppoBaHHOro aBToMaTta Ha BXoze
W= Wi...W:
Cw,---Cw,C

@ [ewundpoBaHme gact
Dec(Cy,...Cy,C) = My,...My, v

@ 3awundpoBaHHble MaTpULbl ByayT yMHOXKATbCA C
YY4ETOM TEXHUKN NepelwndpoBaHuna (yKasaHa
HUXe), OTHOCUTENIbHO 3TOro NPOU3BEAEHUA CXEMA

M roMmomopoHa;
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GGHLM: JewwndpoBaHune

LndpoTtekcT:

C=S'B-M+E)=p5" M+S'E

@ TlocKonbKy E — BeKTOp
Manon HOpPMbI, TO

C~pst-m

@ «[eneHuna B KONbLUAX —
HET» — UCMNOo/b3yeEM
6UTOBbLIN CABUT:

M=S5-(C>>1logp)

def mat_right_shift(mat, shift):
for i in range(mat.nrows()):

for j in range(mat.ncols()):
mat[i, j] >>= shift

def gghlm_decrypt_nonsquare(key, C, log_beta):
# Packodupyem HekBadpamHsele mampuysl (Bekmopa)
res = key.S * C
mat_right_shift(res, log_beta)
return res

def gghlm_decrypt_square_matrix(key, C, log_beta):

# Packodupyem kBadpamHsie Mampuybi
return gghlm_decrypt_nonsquare(key, C, log_beta) * key.S_inv
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GGHLM-wndpoBaHme + aBTomaTt
Ha Bxopge:
@ MaTtpuupl nepexoga HKA M, o € ;
@ BeKTOpOM CTapTOBbIX COCTOAHWUN V;
@ Ha Bxoge CTpoKa W = wj...Wy
PaboTa aBTOMmaTa:

(My,...My, v

CooTBeTCTBEHHO, 3alWUMPPOBaAHHbIN aBTOMAT
npeacTaBaseT n3 ceba BCE TOT e Habop, KaxKabln
3N1eMeHT KOTOopOoro 3awmndpoBaH No npoueaype,
ONMCaHHOM Bbile, N MPOUCXOANT NEPEMHOKEHNE
3aWNPPOBAHHbIX MATPULL, N BEKTOPA.
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GGHLM-wundpoBaHme + aBTomaTt

@dataclass

class GGHLMRegexByNFA(RegexByNFA):
key: GGHLMKeys
log_beta: int

def __post_init_ (self):
self.N = max(self.key.n, self.N)
self.ring = self.key.ZZq

self.obfs_nfa = [None] * self.sigma * self.key.logq
for i in range(self.sigma):
for j in range(self.key.logq):
entry = i * self.key.logq + j
self.obfs_nfa[

entry
] = gghlm_encrypt_square_matrix(
self.key,

self.mats[i],
self.key.logb * j)

GGHLMRegexByNFA(
regex_str=" (a*[b)”,
key=gghlm. GGHLMKeys(

n=16,
logb=6,
logg=7,
5=[1601110010100100]
©010606111101111]
©1111010160101618]
©061611160111011]
111061161100611000]
©161106161111111]
©0116011101011868]
10016111106111111]
11060100001111011]
©1616011116160868]
161110610610111060]
1660611611061066011]
©111111161601111]
100111106610616010]
1011060010611010060]
111611611111686808],
5_inv=[3871639309736 3464098410200 271693092964 458483613126
1471¢ 1 :

2394303312995 3916921731897 939608392334 1035833348175 288674867524
3 1

7 118866121922
1664125706904 3803715901495 2971653048043 3090519169965 356598365765

7 3141461793646
2 21, 3
2122609320031 1590541917143 3775414443895 1698087456025 2564112058597
(4143333392766 4324462721343 3299949956208 4194276016381 2682978180519
1
24112841 ¢
2920710424362
2818825177001 130186704962 2281097482593 1375450839380 1681106581464

)
1og_beta=35
)
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3awmndpoBaHHble MaTpULbl Nepexoaa

[2292418065635 2801844302441 1766010954267 288674867525 3667868905013 3175423542766 276788
[1318847924180 2915050132843 549048277449 3543342491572 1816953577946 2326379814754 169808745¢
[2994294214125 3333911705329 2643356139879 192449911684 2445245936675 3582964532210 3311270539:

{ (3713151237175 43 3747112986296 3888620274296 169808745602 3158442668:
O [00 0 0 0 00 0 0 0 0 000 O] I eeresrs soassodnoses 1307sarse1is sassonesss 23773aasseass F1ssarasscs 205270526
[0oo000600000000000 [2258456316513 1782991828826 3922582023417 1782991828825 2733920804200 2020724072670 4160314267
[poooo0O0OOOOOGQEG0] [3594285115252 809421687371 1194321510737 181129328642 2818825177001 526407111368 3633907155¢
[pooo0OOOOOOOOOOO] [2722600221159 3979184938618 2303738648673 3350892579889 3769754152375 3141461793646 1256584717¢
[0p00000000R00000O0] (2071666696349 577349735048 390560114885 1205642093777 4194276016382 67923498242 3022595671
[60060660@@@Q@RQ0QO 0] [2626375265318 2558451767078 3282969081648 3186744125806 390560114886 2801844302441 3735792403
1913178533788 3152782376686 192449911683 3781074735415 543387985027 2190532818;
[pPoooOOOOOOOOOOB O]

[ 299995450563 3135801502125 3673529196533 4392386219583 186789620164 2869767800684 2360341563¢
[LeeooO0100000006080] [3781074735415 2015063781149 328296908165 758479063691 1358469964820 2479207685796 373579240:
[PoOOBOOBOOOOOOOO0 O] [2886748675243 3039576546284 1409412588502 526407111369 220751369283 1392431713939 390560114¢
(000000 0OQQR0O0O00OO O] [1013192182096 2541470892518 2366001855394 3798055669976 2207513692831 730177606090 3905601148¢
[600606600000@0Q 00O 0] [1579221334155 916967226253 2954672173535 3226366166549 220751369335 3311270539360 310750
leoeooo0000000000 0] [2309398940231 3752773277814 2807564593999 1313187632734 984890724532 1579221334140 1233943551«
[1052814222791 611311484167 503765945343 2150910777743 1613183083279 2207513692888 35376822000
[ppoooOROOOOOOO00] [1613183083252 2071666696348 1788652120374 1262245009036 4245218640089 2105628445500 2133929903
[pPoPOOOBOOOOOO00 0] (2020724072614 2733920804201 990551015959 4081070185868 4160314267205 832062853397 3645227738¢
[p0000000000000GSO] (2733920804173 594330609609 1426393463035 950928975323 713196731504 1901857950721 22584563164
[60006060600000000 0], [3803715901482 1782991828828 4279180389169 2852786926093 2139590194578 1307527341125 2377322438
1: 0000000000000 0O 0] [2801844302433 2903720549803 2026384364182 4352764178927 4364084761976 3888620274289 1777331537
: [1256584717440 3141461793646 2303738648655 3560323366096 3769754152356 3769754152357 2094307862«
[pooo0OOOOOOOOOOOO [ 645273233237 4347103887425 2767882553267 798101104227 1698087455972 3481079284798 560368860¢
[p000000000000OO O] (2428265062104 3396174912050 192449911672 2501848851854 4075409894449 3056543772526 758479063¢
[p00000QOQR0O0O00O O 0] [ 764139355238 3990505521657 1618843374770 3452777827304 390560114913 1460355212208 3016935380
[000606060600000000 0] [30 3345232288370 1 13754 16 3039576546220 13188479241
[1562240459574 339617491205 353 78 1715068330616 3594285115;
[1el1e11000060000 0] [ 33961749162 1154699470096 1766010954307 967909850016 4024467270821 3192404417367 492445362
[poooOOOOOOOOOOGO] [ 339617491231 2750901678759 1533930001968 2349020980887 662254107874 1137718595564 3458438118]
[p0e000000000000O O] [1511297839152 4330123012864 4313142141592 2258456323691 2801844305731 3362213166219 166412
[0p0000OOOQR0O000OO 0] (2682978182907 3305610247728 1199981804645 2971653052819 2915050135231 566029154397 2575432644¢
600000000 GO00GO0] [3939562901538 4352764178943 2875428095759 2971653055160 3333911708886 775459941810 1109417141¢
645273235109 1964121157467 20690, 43 3198004710665 24565655211

[P0 OOOOOROO00 OO 0] (
(3447117532187 4358424470464 316976321583 1 15 3169763247
[pooooOOOOROOBOOOBO] [2852786924460 118866121921 3447117534070 1545259581662 594330607948 713195729373 3684849777
[p0e00000@0000000O O] [4160314266374 356598365767 1545250584098 237732242671 1782991827941 2139590193766 2258456315¢
[p00000OQOQROR00 0O 0] [1120737720470 1250924425939 1930159407843 2020724071657 809421686866 3316930830262 2337700397
6000000000 00GO 0] [3141461792475 3350892579888 2722600219 4 3979184937448 4188615723690 14660155028
[eoeoe0000000000 0] [1137718502167 492445362247 1715068327217 118866115185 577349731686 4211256887573 3328251410«
[1850915326355 2354681272355 11320582329 3803715900072 2558451766365 3656548321262 3882959982¢
} [ 305655743810 2473547394276 3458438120493 950928978821 3152782378409 4369745055227 3169763252¢

[2988633918521 2847126634601 1726388909546 3922582015257 3135801498046 3469758697730 2813164881:
[4143333394678 1115077429457 1760350664722 2139590198544 2015063783126 1245264136395 1267905302¢
[3532021911158 3498060159411 2173551946337 237732249094 3039576548909 2767882555946 2258456319:
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def match_text_encrypted(self, text):

self.set_start_state()
self.enc_state = gghlm_encrypt_nonsquare(self.key,
self.state, self.log_beta)

print(’state: ’ + str(self.state.T))
print(’encstate: ’ + str(self.enc_state.T))

# 3mo moxem npoucxodums Ha «BpaxecKol» meppumopuu.
for chr_ in text:

print(f’chr: {chr_}’)

idx = self.symbol2index[chr_]

self.eval(idx)

print(’encstate: ’ + str(self.enc_state.T))

self.state = gghlm_decrypt_nonsquare(self.key,
self.enc_state, self.log_beta)
print(’state: ’ + str(self.state.T))

for state in self.nfa.final_states:
if self.state[self.state2index[state]] > ©:
return True
return False

3awmndpoBaHHbIe Nepexoapl

state:[1111101000000000]

encstate: [3677818636201 4344937057075 951503848730
3357525734013 3671539250297 2316960735896 2381037004746
3027857973997 3393433208345 3752773277816 3916833289842
1732668299529 3305919794922 1690481439294 1099909617023
885879843920

chr:a

encstate: (1039337337755 147706654157 2740659244127
1756038058514 1630163959396 3905601149556 267920466686
3872987089184 1805093920407 2587292301808 1504289856547
2757101044821 4091582158478 1553615253126 3648731728256
185981005554]

chr:a

encstate: [1966546996231 2378131050888 4382682861015
1844446421787 2682978181648 747158481373 2660337015257
502957332639 2393494700706 3125289533655 3521509939065
289483479964 2248752961639 38004814116 4275945936163
1501594478087]

chr:a

encstate: [ 670879313551 1441218035529 1540946980184
2037974484199 2037704948303 2682978181215 2533923837979
2485137515618 4298317565924 1192165210524 2037435410039
3603449396091 3229600620722 3826896142655 2833110674037
546622437159]

state:[00000950000000000]

True
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GGHLM: TomomopdHbie nepexoapl ¢
nepewndpoBaHmnem

def bit_dec(self, state_bd, state):

for i in range(state.nrows()): .
A «enc_state»:
P 1966546996231
for j in range(self.key.logq): %2373131959583%
state_bd[j, i] = t % self.key.b [4382682861015]
[1844446421787]
[2682978181648]
[ 747158481373]
[2660337015257]
[ 502957332639]
[2393494700706]
def eval(self, idx): [3125289533655]

[3521509939065]
work_space = zero_vector(self.ring, self.state.nrows() ) [ 289483479964]

state_bd = zero_matrix(self.ring, self.key.logg, self.state.nrows() ) [2248752961639]
temp_state - zero_vector(self.ring, self.state.nrows() ) [ 3s004814116]
self.bit_dec(state_bd, self.enc_state) [4275945936163]
printverb(’enc-state’, self.enc_state) [1501594478087]
printverb(’state-bd’, state_bd)

for i in range(self.key.logq):
L rengeteent ey don: «state bd»:

work_space = self.obfs_nfa[entry] * state_bd[i]

temp_state +- work_space [ 7 823271629 25 31 34 23 57 28 39 36 35 7]
[ 7 823271629 25 31 34 23 57 28 39 36 35 7]

printverb(’tenp-state’, temp_state) [ 7 823271629 25 31 34 23 57 28 39 36 35 7]
[ 7 823271629 25 31 34 23 57 28 39 36 35 7]

for i in range(self.enc_state.nrows()): [ 7 8232716 29 25 31 34 23 57 28 39 36 35 7]
self.enc_state[i, 0] = temp_state[i] [ 7 82327 16 29 25 31 34 23 57 28 39 36 35 7]

[ 7 823271629 25 31 34 23 57 28 39 36 35 7]

«temp_state»:

(676975513551, 1441215035529, 1540946980188, 20379TAABA1S9, 203770ASH03, 26ETBLEINS, 25339
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HanpasneHua ans ganbHenLWero
nccnenoBaHuUA

@ Peanusauua mmHumanobHoro HKA yepes
npounssoaHyto bpo3soBckoro.
@ WccneposaHue NpomM3BoOAUTENBHOCTU

» TeopeTnyeckoi
» Python-peanunsauuu
» Komnunsauunm yepes Nuitka

@ AnbrepHaTuBHble GSW-cxembl WMPpPoBaHMUS.
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